mdSpy.py

#! [/ usr/ bi n/ env pyt hon
"""A sanple inplenentation of MD5 in pure Python.

This is an inplenentation of the MD5 hash function, as specified by
RFC 1321, in pure Python. It was inplenented using Bruce Schneier's
excel l ent book "Applied Cryptography”, 2nd ed., 1996.

Surely this is not nmeant to conpete with the existing inplenmentation
of the Python standard library (witten in C). Rather, it should be
seen as a Python conplenment that is nore readable than C and can be
used nore conveniently for |earning and experinmenting purposes in
the field of cryptography.

This nodule tries very hard to follow the APl of the existing Python
standard library's "nd5" nodul e, but although it seens to work fine,
it has not been extensively tested! (But note that there is a test
nmodul e, test_nd5py. py, that conpares this Python inplenmentation with
the C one of the Python standard library.

BEWARE: this comes with no guarantee whatsoever about fitness and/or
ot her properties! Specifically, do not use this in any production
code! License is Python License!

Speci al thanks to Aurelian Coman who fixed some nasty bugs!

Dinu C. CGhernan

‘2
0.

__date__ 01-10-1'

0
_version__ 9

inmport struct, string, copy

Bi t - Mani pul ati on hel pers

_long2bytes() was contributed by Barry \Warsaw
and is reused here with tiny nodifications.

T T Y

def _long2bytes(n, blocksize=0):
"""Convert a long integer to a byte string.

If optional blocksize is given and greater than zero, pad the front

of the byte string with binary zeros so that the length is a nultiple
of Dbl ocksi ze.

# After nuch testing, this algorithmwas deened to be the fastest.

S =
pack = struct. pack
while n > 0:

### CHANGED FROM ' >' TO '<I'. (DCG)
s = pack('<l', n & OxffffffffL) + s
B -

# Strip off |eading zeros.

for i in range(len(s)):
if s[i] <> '"\000":
br eak
el se:

"\ 000’

# Only happens when n ==
S =
i =0
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s = s[i:]

# Add back sone pad bytes. This could be done nore efficiently
# w.r.t. the de-padding bei ng done above, but sigh...
if blocksize > 0 and len(s) % bl ocksi ze:

s = (bl ocksize - len(s) % bl ocksize) * '\000" + s

return s

def _bytelist2long(list):
"Transforma list of characters into a list of |ongs."

imx = len(list)/4

hl = [OL] * imax

j =0

i =0

while i < imax:
b0 = long(ord(list[j]))
bl = (long(ord(list[j+1]))) << 8
b2 = (long(ord(list[j+2]))) << 16
b3 = (long(ord(list[j+3]))) << 24
hi[i] = b0 | bl |b2 | b3
i =i+l
jo= g+

return hl

def _rotateLeft(x, n):
"Rotate x (32 bit) left n bits circularly.”

return (x << n) | (x >> (32-n))

The real MD5 neat...

I npl enented after "Applied Cryptography", 2nd ed., 1996,
pp. 436-441 by Bruce Schneier.

T T Y

# F, G Hand | are basic M5 functions.

def F(x, vy, z):
return (x &y) | ((~x) & z)

def x, vy, z):
return (x & z) | (y & (~2))

def H(x, vy, z):
return x ~y Mz

def 1(x, vy, z):
returny ™ (x| (~2))

def XX(func, a, b, ¢, d, x, s, ac):
"""Wapper for call distribution to functions F, G H and I.

This replaces functions FF, GG HH and Il from"Appl. Crypto.
Rotation is separate fromaddition to prevent reconputation
(now sunmed-up in one function).

res = OL

res =res + a + func(b, c, d)
res =res + X

res =res + ac
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res = res & OxffffffffL
res = _rotatelLeft(res, s)
res = res & OxffffffffL
res =res + b

return res & OxffffffffL
cl ass MD5:
"An inplenentation of the MD5 hash function in pure Python."

def __init_ (self):
"Initialisation."

# Initial 128 bit nessage digest (4 tines 32 bit).
self.A = 0L

self.B = OL

self.C = 0L

self.D = OL

# Initial nessage length in bits(!).

self.length = OL
sel f.count = [0, O]

# Initial enpty nessage as a sequence of bytes (8 bit characters).
sel f.input =[]

# Length of the final hash (in bytes).
sel f. HASH LENGTH = 16

# Length of a block (the nunber of bytes hashed in every transforn).
sel f. DATA_LENGTH = 64

# Call a separate init function, that can be used repeatedly

# to start fromscratch on the sane object.
self.init()

def init(self):
"Initialize the nmessage-di gest and set all fields to zero."

self.length = OL
sel f.input =[]

# Load nmgic initialization constants.

sel f. A = 0x67452301L
sel f. B = Oxef cdab89L
sel f. C = 0x98badcfeL
sel f.D = 0x10325476L

def _transforn(self, inp):
"""Basic MD5 step transform ng the digest based on the input.

Note that if the Mysterious Constants are arranged backwards
inlittle-endian order and decrypted with the DES they produce
OCCULT MESSAGES!

a, b, c, d=A B C D=self.A self.B self.C self.D

# Round 1.

S11, S12, S13, Si4 7, 12, 17, 22

a = XX(F, a, b, ¢, d, inp[ 0], S11, OxD76AA478L) # 1
d = XX(F, d, a, b, ¢, inp[ 1], S12, OxE8C7B756L) # 2
c = XX(F, ¢, d, a, b, inp[ 2], S13, 0x242070DBL) # 3
b = XX(F, b, ¢, d, a, inp[ 3], S14, OxCl1BDCEEEL) # 4
a = XX(F, a, b, ¢, d, inp[ 4], S11, OxF57COFAFL) # 5
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d = XX(F, d, a, b, ¢, inp[ 5], S12, 0x4787C62AL)
c = XX(F, ¢, d, a, b, inp[ 6], S13, 0xA8304613L)
b = XX(F, b, ¢, d, a, inp[ 7], S14, 0xFD469501L)
a = XX(F, a, b, ¢, d, inp[ 8], S11, 0x698098D8L)
d = XX(F, d, a, b, ¢, inp[ 9], S12, 0x8B44F7AFL)
c = XX(F, ¢, d, a, b, inp[10], S13, OxFFFF5BB1L)
b = XX(F, b, ¢, d, a, inp[11], S14, 0x895CD7BEL)
a = XX(F, a, b, ¢, d, inp[12], S11, 0x6B901122L)
d = XX(F, d, a, b, c, inp[13], S12, 0xFD987193L)
c = XX(F, ¢, d, a, b, inp[14], S13, O0xA679438EL)
b = XX(F, b, ¢, d, a, inp[15], S14, 0x49B40821L)
# Round 2.

S21, S22, S23, S24

1
ol
©

14, 20

a=XX(G a, b, ¢, d, inp[ 1], S21, O0xF61E2562L)
d = XX(G d, a, b, c, inp[ 6], S22, 0xC040B340L)
c = XX(G ¢, d, a, b, inp[11], S23, 0x265E5A51L)
b = XX(G b, ¢, d, a, inp[ 0], S24, OxE9B6C7AAL)
a=XX(G a, b, ¢, d, inp[ 5], S21, 0xD62F105DL)
d = XX(G d, a, b, c, inp[10], S22, 0x02441453L)
c = XX(G ¢, d, a, b, inp[15], S23, OxD8A1E681L)
b = XX(G b, ¢, d, a, inp[ 4], S24, O0xE7D3FBC8L)
a=XX(G a, b, ¢, d, inp[ 9], S21, O0x21E1CDE6L)
d = XX(G d, a, b, c, inp[14], S22, 0xC33707D6L)
c = XX(G ¢, d, a, b, inp[ 3], S23, 0xF4D50D87L)
b = XX(G b, ¢, d, a, inp[ 8], S24, 0x455A14EDL)
a=XX(G a, b, c, d, inp[13], S21, OxA9E3E905L)
d = XX(G d, a, b, c, inp[ 2], S22, OxFCEFA3F8L)
c = XX(G ¢, d, a, b, inp[ 7], S23, 0x676F02D9L)
b = XX(G b, ¢, d, a, inp[12], S24, 0x8D2A4CBAL)
# Round 3.

S31, S32, S33, S34

I
>

11, 16, 23

a = XX(H, a, b, ¢, d, inp[ 5], S31, OxFFFA3942L)
d = XX(H, d, a, b, ¢, inp[ 8], S32, 0x8771F681L)
c = XX(H, ¢, d, a, b, inp[11], S33, 0x6D9D6122L)
b = XX(H, b, c, d, a, inp[14], S34, O0xFDE5380CL)
a = XX(H, a, b, ¢, d, inp[ 1], S31, OxA4BEEA44L)
d = XX(H, d, a, b, c, inp[ 4], S32, 0x4BDECFA9L)
c = XX(H, ¢, d, a, b, inp[ 7], S33, 0xF6BB4B60L)
b = XX(H, b, ¢, d, a, inp[10], S34, O0xBEBFBC70L)
a = XX(H, a, b, ¢, d, inp[13], S31, 0x289B7EC6L)
d = XX(H, d, a, b, ¢, inp[ 0], S32, OxEAA127FAL)
c = XX(H, ¢, d, a, b, inp[ 3], S33, 0xD4EF3085L)
b = XX(H, b, ¢, d, a, inp[ 6], S34, 0x04881DO05L)
a = XX(H, a, b, ¢, d, inp[ 9], S31, 0xD9D4DO39L)
d = XX(H, d, a, b, c, inp[12], S32, OxE6DB99ES5L)
c = XX(H, ¢, d, a, b, inp[15], S33, O0x1FA27CF8L)
b = XX(H, b, ¢, d, a, inp[ 2], S34, O0xC4AC5665L)
# Round 4.

S41, S42, S43, S44 = 6, 10, 15, 21

a = XX(l, a, b, ¢, d, inp[ 0], S41, 0xF4292244L)
d = XX(I, d, a, b, ¢, inp[ 7], S42, O0x432AFF97L)
c = XX(l, ¢, d, a, b, inp[14], S43, 0xAB9423A7L)
b = XX(I, b, ¢, d, a, inp[ 5], S44, O0xFC93A039L)
a = XX(l, a, b, ¢, d, inp[12], S41, 0x655B59C3L)
d = XX(I, d, a, b, ¢, inp[ 3], S42, 0x8F0CCCI2L)
c = XX(I, ¢, d, a, b, inp[10], S43, OxFFEFF47DL)
b = XX(I, b, ¢, d, a, inp[ 1], S44, 0x85845DD1L)
a = XX(l, a, b, ¢, d, inp[ 8], S41, Ox6FA87E4FL)
d = XX(I, d, a, b, ¢, inp[15], S42, OxFE2CE6EOL)
c = XX(l, ¢, d, a, b, inp[ 6], S43, 0xA3014314L)
b = XX(I, b, ¢, d, a, inp[13], S44, O0x4E0811A1L)

HHFHHEHRFHEHEHEHRFEEERER HHFHHEHRFHEEHEHRFEEERES HHBFHHH R

HHHFH S HHHHH
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a = XX(l, a, b, ¢, d, inp[ 4], S41, O0xF7537E82L) # 61
d = XX(I, d, a, b, c, inp[11], S42, O0xBD3AF235L) # 62
c = XX(l, ¢, d, a, b, inp[ 2], S43, 0x2AD7D2BBL) # 63
b = XX(I, b, ¢, d, a, inp[ 9], S44, O0xEB86D391L) # 64
A= (A+a) &OxffffffffL
B=(B+bh) &OxfffffffflL
C=(C+c) &OxffffffffL
D=(D+d) &OxfffffffflL

self.A self.B, self.C, self.D=A B, C D

# Down from here all nethods follow the Python Standard Library
# APl of the nd5 nodul e.

def

def

updat e(sel f, inBuf):
"""Add to the current nessage.

Update the nd5 object with the string arg. Repeated calls
are equivalent to a single call with the concatenation of all
the argunents, i.e. mupdate(a); mupdate(b) is equival ent

to m update(a+tb).

I eni nBuf = | ong(len(inBuf))

# Conput e nunber of bytes nod 64.
index = (self.count[0] >> 3) & Ox3FL

# Updat e nunber of bits.

sel f.count[0] = self.count[0] + (leninBuf << 3)

if self.count[0] < (leninBuf << 3):
self.count[1] = self.count[1] + 1

sel f.count[1] = self.count[1] + (leninBuf >> 29)

partLen = 64 - index

if leninBuf >= partlLen:
sel f.input[index:] = map(None, inBuf[:partlLen])
sel f. _transform(_bytelist2l ong(self.input))
i = partlLen
while i + 63 < | eninBuf:
sel f. _transform(_bytelist2l ong(map(None, inBuf[i:i+64])))
i =i + 64
el se:
sel f.input = map(None, inBuf[i:leninBuf])
el se:
i =0
sel f.input = self.input + map(None, inBuf)

di gest (self):
"""Term nate the nessage-di gest conputation and return digest.

Return the digest of the strings passed to the update()
nmethod so far. This is a 16-byte string which may contain
non- ASCl | characters, including null bytes.

A = self.A

B =-self.B

C=self.C

D =self.D

input = [] + self.input

count = [] + self.count

index = (self.count[0] >> 3) & Ox3fL

if index < 56:
padLen = 56 - index
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el se:
padLen = 120 - index

padding = ['\200'] + ["\000'] * 63
sel f. updat e( paddi ng[ : padLen])

# Append | ength (before padding).
bits = _bytelist2long(self.input[:56]) + count

sel f._transform(bits)

# Store state in digest.

di gest = _long2bytes(self.A << 96, 16)[:4] +\
_long2bytes(sel f.B << 64, 16)[4:8] + \
_long2bytes(sel f.C << 32, 16)[8:12] + \
_long2bytes(sel f.D, 16)[12:]

self. A=A
self.B =B
self.C=2C
self.D=D
sel f.input = input
sel f.count = count

return digest

def hexdi gest(self):
"""Term nate and return digest in HEX form

Li ke digest() except the digest is returned as a string of
I ength 32, containing only hexadecinmal digits. This may be
used to exchange the value safely in email or other non-
bi nary environnents.

d = map(None, self.digest())

d = map(ord, d)

d = map(l anbda x:"%02x" % x, d)
d = string.join(d, '")

return d

def copy(self):
"""Return a clone object.

Return a copy ('clone') of the nd5 object. This can be used

to efficiently conpute the digests of strings that share
a common initial substring.

return copy. deepcopy(self)

M mi ck Python top-level functions fromstandard library API
for consistency with the nd5 nodul e of the standard library.

T 1Y

def new(arg=None):
"""Return a new nd5 object.

If arg is present, the nmethod call update(arg) is nade.
md5 = MD5()

if arg:
md5. updat e( ar g)
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return nmd5

def nd5(arg=None):
"""Same as new().

For backward conpatibility reasons, this is an alternative
name for the new() function.

return new arg)
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